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An Analysis and Brief History of Foreigners’ Rights under the US Constitution: 

An Examination of US Border Policies with Regard to Personal Devices 

J. Holder Bennett, FANS Chair 

In the first weeks of the Donald J. Trump Administration, he has issued a large number of 

executive orders. The object of inquiry in the instant case is Executive Order (EO) 13769 and 

how it affects visiting foreign nationals with previously approved travel visas, students and 

educators in particular.
1
 It has been the subject of a great deal of criticism and, at the time of this 

writing, is enjoined and restrained via a temporary restraining order (TRO) issued from the 

District Court for the Western District of Washington. The TRO was issued amid the EO’s 

resulting chaos in part because it included persons already airborne on their way to the United 

States. Upon review, the 9th Circuit Court has upheld the TRO, effectively making the 

enforcement of the offending EO illegal while it lasts.
2
 While the order was still in effect, the 

Trump Administration insisted that just over 100 people were affected but in truth the subject 

population was closer to 90,000.
3
 The Administration number includes only those who had been 

barred from boarding planes while the order was in effect. One of them was Kjell Magne 

Bondevik, former prime minister of Norway, because his passport indicated that he had once 
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visited Iran.
4
 Another such case involves the forced split in the family of one Shamis Fallah, a 

naturalized citizen born in Syria but now a lieutenant in the US Navy.
5
 The larger number 

includes those detained, contrary to their Fourth, Fifth, and Fourteenth Amendment rights, and 

those already within the United States who would be unable to return to the country should they 

leave for any reason. The majority of that 90,000 are students, educators, and specialized 

workers.
6
  

The legal and judicial consensus as of this writing is that the Trump Administration will 

fail in its defense of Executive Order 13769.
7
 This may, of course, change should there be further 

EOs on this topic or if Pres. Trump’s Supreme Court nominee, Neil Gorsuch, is confirmed by the 

Senate, giving the Court a conservative majority, 5-to-4.
8
 Though not always a perfect guide, the 

political makeup of the Court is not to be ignored. Though Gorsuch emphasized the impartiality 

and independence of the federal judiciary in accepting his nomination, his judicial history has 

toed quite closely with the more extreme conservative political and social positions while serving 

on the 10th Circuit.
9
 According to Rudy Giuliani, former mayor of New York City, Executive 

Order 13769 was intended to be a Muslim Ban, as had been called for during the Trump 

campaign, but suitably altered so as to pass judicial review.
10

 Given the responses by multiple 

state and federal courts, it can be said that they failed in this effort. 
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Though targeted at seven named nations (Iraq, Syria, Iran, Libya, Somalia, Sudan, and 

Yemen) because of their putative terrorist threat to the United States, when Section 5(b) is taken 

into consideration, it gives preference to minority religious groups discriminated against within 

their own nations.
11

 That is, should any member of a minority religion claim persecution by their 

home government, regardless of which nation they call home, they can apply for and be granted 

automatic refugee visa status. This, in theory, includes Aum Shinrikyo, or, more specifically, its 

two daughter or sectarian successor organizations, Aleph and Hikari no Wa, should any members 

still be at large and active.
12

 So there are distinct concerns for citizens, nationals, and residents of 

Japan traveling to the United States in any event. This all, of course, ignores the fact that such 

religious preferences, as have been made explicit by the president in interviews if not in the EO 

text itself, are unconstitutional.
13

 

In the midst of all these facts and events, it is often forgotten that all persons, not just 

citizens, have rights under the US Constitution. In fact, at several points the text of the main 

document and early amendments make this distinction clear. The rights of non-citizens are 

somewhat more circumscribed than those of citizens, but they do exist and are legally 

enforceable. Further, the claims of various presidential representatives that the executive’s 

decisions and actions are not reviewable are grossly inaccurate. The president does have wide 
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discretion in these matters, but it is neither unlimited nor beyond review.
14

  Such is “an absurdity 

too gross to be insisted on.”
15

 Further, the case upon which Trump’s argument lies in truth holds 

the polar opposite of the view advanced and requires vigorous proof-texting and omission to be 

used to arrive at the conclusion his lawyers allege.
16

 

In this case, the states intervened on behalf of their universities who asked for relief on 

behalf of their international students and educators and as such standing was recognized.
17

 

Identical arguments have been accepted from foreign governments and institutions of learning in 

similar cases when advocating on behalf of their students and educators, provided they are 

thorough in their standing presentations.
18

 States and foreign nations may act on behalf of public 

universities, and thus of their students and educators, as they are arms of the government.
19

 In the 

instant case, the harm is that the nationals of the named countries cannot travel to conduct 

research, which thus interferes with the universities’ mission statements, which are matters of 

law in their respective states.
20

 Analogous arguments made by foreign governments or 

institutions are similarly regarded. 
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Regarding what the rights guaranteed are, one must consult the Fourteenth, Fourth, and 

Fifth Amendments. The Fourteenth Amendment holds that neither the United States, nor any of 

the states, may “deprive any person of life, liberty, or property, without due process of law; nor 

deny to any person within its jurisdiction the equal protection of the laws.”
21

 The parts of the 

section preceding this one make it clear that the author of the amendment distinguished between 

citizens and all persons and accorded them various rights accordingly. As such, non-citizens, of 

whatever origin or manner of entry into the United States, do in fact have rights. The rights in 

question are spelled out in the Fourth and Fifth Amendments. The Fourth deserves for the 

present purposes to be quoted in full, “The right of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and 

no warrants shall issue, but upon probable cause, supported by oath or affirmation, and 

particularly describing the place to be searched, and the persons or things to be seized.”
22

 

Because the Fourteenth explicitly recognizes all persons, including non-citizens, as having rights, 

since its addition to the Constitution, the Fourth has been read as including non-citizens under its 

protection. That is, no government agent, employee, contractor, or other person acting under 

color of law may search the papers, possessions, effects, or person of any individual without 

prior issuance of a warrant or ample evidence of exigent circumstances, operating under the 

principle of probable cause, that would lead to the harm of another person. If a person is merely 

in motion from one point to another, by whatever means, there is no automatic assumption of 

probable cause to search them or their effects or to demand identification. The Supreme Court, in 

a rare unanimous decision, has ruled that cell phones and other electronic devices may not be 
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searched absent a warrant and are protected by the Fourth Amendment.
23

 Notwithstanding that, 

such searches do still occur at airports and other points of entry, contrary to the Court’s ruling, 

amounting to 0.0012% of all air travelers landing or arriving at a US airport in 2015.
24

 However, 

it is an accepted truism of American law that the deprivation of right to one person is too much, 

and for even a moment is too long. 

Regarding the Fifth Amendment, the relevant text is the Due Process Clause, which holds 

that “no person … shall be deprived of life, liberty, or property, without due process of law.”
25

 

That is, barring a warrant, court order, or trial determination, no one may be held nor may their 

effects be searched. Excepting a warrant delivered by electronic transmission, none of these is 

possible in the context of a port of entry anywhere in the United States. Though the courts are 

wise to give the executive wide discretion, that discretion must be tempered with the ability to 

respond. In other words, if a person cannot formulate a legal response in the time between 

notification of a regulation and its enforcement, or if the regulation is thrust upon them de novo, 

they are not to be held accountable to it.
26

 Anyone unlawfully detained, searched, or otherwise 

interfered with in their lawful business when entering or moving about the country has a binding 

claim of violation of their rights under procedural due process and this applies to all persons.
27

 

Further, American persons and organizations may claim right to bring suit on behalf of foreign 

nationals thus affected if there is an established relationship, whether familial, economic, or 

educational.
28

 The EO threatens and actually commits serious deprivations of rights, and “it is 

well established that the deprivation of constitutional rights unquestionably constitutes 
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irreparable injury” regardless of the nature of the relationship between the person and the United 

States government.
29

 

To prepare for possible infringements of rights when foreigners are visiting the United 

States, regardless of whence they hail or citizenship, the first step is preemptive: Secure 

representation with an American attorney or firm that specializes in immigration law. Many such 

have been providing pro bono services in recent days and there is a national organization to 

coordinate their efforts.
30

 

Border Patrol and other customs agents do still search phones and laptops, particularly as 

one enters or leaves the secure area of an airport.
31

 By a strict or broad reading of established law 

and precedent, this is unconstitutional. Unfortunately, the question has never been directly tested 

because extant case law refers only to state, county, municipal, and similar police forces. There 

is no law or executive order specifically giving federal agents the authority they claim for such 

actions, but neither is there any such thing, or a court decision, specifically prohibiting it. The 

surest guide here, the Fourth Amendment, has never been directly applied. Agencies have been 

known to keep phones and other devices for weeks at a time and to copy and destroy the data on 

them. Further, those who are detained are not reimbursed or compensated for missed flights or 

destroyed property.  

Agents cannot force a person to divulge the passwords to their devices. For those who do 

agree to this, that is interpreted in a regulatory fashion as consent to search the device. The DHS 

is currently reviewing and accepting public commentary on a proposed rule that would require 
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agents to request such information from all non-citizens entering the country.
32

 The best advice 

is to keep information on such devices to the absolutely necessary minimum. This includes any 

stored passwords to online networks that may then be accessed by agents. There are online 

guides for how this may best be done, but they should be read in a “use at own risk” mentality.
33

 

Under no circumstances should anyone ever volunteer their phones and other devices for 

what will become an unrestricted search by the government. If the agents insist, respond in turn 

by insisting on contacting the lawyer previously noted. The only possible response is sane, 

civilized resistance to what is clearly an overreach and a breach of right under the Constitution 

and established judicial decisions on the matter. 

In summary, the recent EO is unconstitutional, as are searches of phones and other 

devices. The former is currently under review but there is neither established law nor precedent 

on the latter beyond executive regulations. Prepare a lawyer in advance and be ready to insist 

upon your rights, regardless of citizenship, when entering or exiting the United States. 
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